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Resources/Users (HR)

Resources/Users
Manage user accounts for people in your organization who have
an Autotask login.

Roles
Set up billing roles that determine the rate at which labor will be
billed.

Departments

Set up organizational entities in your company that are
associated with resources and work types, and play a role in
project security.

Workgroups
Assemble ad-hoc teams independent of departmental structure.

Holiday Sets
Enter the schedule of holidays your company will observe / your
office will be closed.

Security
Security Level:
Acti Configure the aks levels to Autotask features that can be
assigned to your r@sources.
Total:

Quick Nt

Protected Data Permission

Set up read/write/edit permissions for your resources for
protected data in Site Configuration UDFs and Configuration
Items.

Time Off Policies

Manage the time off categories and the number of days or hours
in each category your resources are entitled to at each length of
service tier.

Timesheet Approvers
Set up the resources who will approve other resources'
timesheets.

Expense Report Approvers
Set up the resources who will approve other resources' expense
reports.

Weekly Billable Hours Goals
Configure the number of resource hours per week that are
supposed to be devoted to billable labor

Single Sign On (OpenID Connect (OIDC))
Configure single sign on (SSO) using OpenlD Connect.

Privacy Action History
View history of user actions related to privacy regulations.

Starting from the top left of the dashboard, use the start menu to navagate over to Admin and then to the Account Settings &
Users screen. From here you'll have access to the Resources/Users (HR) subsection which you can use to create a new
Security Level which the Binox API user will need set properly in order to be created with the required permissions.

4= SECURITY LEVELS

Security levels control what features a resource has access to. All security levels must be based on an existing security level.

Name

License Type

API User (system) (API-only) @
/' Edit Security Level

API User (system) Can't Read Costs (APl-only)

Binox Security Level (API-only)

Co-Managed Help Desk (system)

@ @ Copy Security Level

Cre:

06/2¢

01/1¢

07/14

10/0:

Right-click on the empty space to the right of an existing role you would like to use as a template for the new binox security
role, from the dropdown menu that appears select "Copy Security Level"
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[Section 1] AutoTask configuration (Cont'd)

ww2.autotask.net

SECURITY LEVEL - Copy (2) of APl User (system)

[ save & Close () Cancel
General | Resources
GENERAL INFORMATION
Name * Active
Binox APl user
License Type

APl User

FEATURE/SECTION ACCESS

Home, CRM, Contracts, Projects, Service Desk, Timesheets, Reports, Outsource, Community, Help

+| CONTRACTS Full Permission | No Permission
+| CRM Full Permission | No Permission
+ | INVENTORY Full Permission | No Permission
+| PROJECTS Full Permission | No Permission
+| SERVICE DESK Full Permission | No Permission
+| DOCUMENTS & KNOWLEDGEBASE Full Permission | No Permission
+| TIMESHEETS Full Permission | No Permission
+ | REPORTS Full Permission | No Permission
+ | ADMIN Full Permission | No Permission
+| OTHER Full Permission | No Permission
5 +| WEB SERVICES API Full Permission | No Permission

In the popup that appears after creating this security role, start by giving the new role a descriptive name that will help you
identify it later when the time comes to assign it to the binox user. From there, depending on the role you've chosen to clone
you'll have to make two adjustments to the role settings; first under Other and then second under Web Services API.

—| OTHER Full Permission | No Permission

Resources/Users (HR)

Can view Internal Cost section on New/Edit Resource page (requires Admin > Resources/Users (HR) permission)

Surveys (settings do not apply to reports)
Can view Account Survey Ratings and Contact Survey Ratings
Can view Resource Survey Ratings

Client Portal
Can add and edit Client Portal Security Levels on New/Edit Contact page

Webhooks Maximum number of Webhooks

q:an create Webhooks 10
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[Section 1] AutoTask configuration (Cont'd)

- WEB SERVICES API Full Permissitﬂ @nission

Feature Access

Can login to Web Services API

Resource Impersonation

Impersonation allows AP users to add and edit items on behalf of another resource. Select the objects/actions for which impersonation is
allowed. The security level of the resource being impersonated must be configured to allow impersonation. The resource being impersonated
must have permission to perform the action, as configured in the other sections on the Edit Security Level page.

Object View (Query) Add Edit (Update) Delete
—  Contracts
Contract Notes D D |:|
- CRM
Arrnninte — — —
— | Contracts
Contract Notes
- CRM
Accounts
Contact D
Opportunities & Quotes
Sales Orders
Notes
To-Dos D
Configuration ltems &
Subscriptions q
Configuration ltem Notes
— Inventory
Inventory Locations m m m

Start by giving Binox full permissions over all the Web Services items, then narrow this down to exclude deletion because
Binox will never delete your PSA's records.

c’ Search Q Jal + 2
HOME Admin Categories
CRM Account Settings & Users
CONTRACTS Features & Settings !
Automation
PROJECTS o
Activations 4
SERVICE DESK Extensions & Integrations With this process completed you can save and close
P i i
R the security role and proceede to create the new binox
Commonly Used | API user.
REPORTS Getting Started P
OUTSOURCE Resources (Users)
P
Form Templates
Notification Templates P
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[Section 1] AutoTask configuration (Cont'd)

Search Q

In the upper left corner of your users table, hover over the

dropdown menu next to the + New button until you are presented
RESOURCES with the option to create a new API user or New Resource.
Select New API User and start to fill out the required fields in the
o . popup dialogue. Since this won't actually constitute an actual user
&= New ~ Import/import History ihin your system, you can give it any descriptive name and email
you like.
New Resource me “ | Re ) )
v When asked to select a Security Level, locate the one you just
New API Usek @ created for Binox and click on it.

ADD API USER

[ save&Close () Cancel

GENERAL
First Name* Security Level *
Demo Binox | v
Last Name *
API User API User (system)

API User (system) Can't Read Costs
Email Address*

Binox API user dem
binoxdemo@myorganization.com (k

Binox Security Level

Active Copy (1) of API User (system)

Under credentials create a username similar to the email address you provisioned above, this email must contain the domain
of your organization. You can also generate a username using the Generate button, however this isn't recommended as it will
make the username less distinct and more difficult to recognize on reports. It is recommended to use the Generate Secret
button to make a strong and unique secret password which you will need to enter into the Binox application directly to
complete the process.

CREDENTIALS
5 Generate Key {7 Generate Secre
Username (Key)* Password (Secret) *
[ binoxdemo@myorganization.com| ] 1s$XA#4z3n@EF6d*eG~0$g5Ky
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[Section 1] AutoTask configuration (Cont'd)

API TRACKING IDENTIFIER

APl version 1.6 & later require the user of an API tracking identifier. Once assigned, this cannot be changed.

@ Integration Vendor
O Custom (Internal Integration)

() None

Integration Vendor*

Binox MSP - Data Synchronization and Sales Reporting
BrightGauge Software - BrightGauge

Beneath the rest of the options you'll find the required field to set an API Tracking Identifier, select Integration Vendor,
and then proceede to find Binox MSP - Data Syncrhonization and Sales Reporting from the dropdown list.

Once this is complete and you have copied your API user's username and password, you can save and close the window.

ADD APIUSER

@E Save &Closek ® Cancel

[Section 2] Binox Configuration

BINDX MsP Financial Leads

Settings

Sync Logs

Financial Dashboard :

i@ Management

Sync Settings

(@ syncFilters

©

»> Cconnectors

Billing

If you aren't prompted to connect your AutoTask as your PSA, you can initiate the connection by hovering over the gear icon
in the upper right hand corner of the screen and then selecting Connectors. From here you can see if a PSAis already
connected to your account; if there is nothing connected you can click on Yes, let's connect to get started.

You have not Your CRM is connected
connected your PSA yet successfully

S =
LAY —

Would you like to
connect it now?
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[Section 2] Binox Configuration (Cont'd)

" BINOX MsP

Let's add your PSA

These are some details about adding a PSA.

[ Add PSA

[J Connect

[J AddaCRM «‘Y.
Connectwise
Discover the Platform That Puts Business Management, Service Datto's Autotask Professional Services Automation (PSA) is a
Delivery, and Security at Your Fingertips powerful and intuitive cloud-based PSA platform providing a singular

view of the entire business

( Comnee ) ( . (1

6
Let's add your PSA

These are some details about adding a PSA.

o Username Password

Type your AutoTask Username

Username

binoxdemo@myorganization.com|

Need help connecting? Download our user guide.

After clicking on Connect under Datto Autotask, you'll be prompted to first enter the username you created inside of
AutoTask. Once you've clicked Next you'll be able to proceed to putting in the password you generated inside autoTask as
well. Make sure you have these saved in the event you need to reenter them or change them.

Let's add your PSA

These are some details about adding a PSA.
v/ Username e Password

Type your AutoTask Password

Password

{ )

Need help connecting? Download our user guide.

=N
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[Section 2] Binox Configuration (Cont'd)

Error
Unable to create Webhooks. Please ensure you've [ Connect Successful

enabled webhook creation under Security Level.

Your API credentials will be tested to ensure the security level was properly set and that the keys have access to
everything Binox needs to function. If there is an error, you will be notified as to which portion of the setup needs to be
adjusted in order to get the app up and running. If you see Connect Successful, you're good to go.

Do you have a CRM

If you have a CRM you would like to syncrhonize with Autotask, you can continue to set that up here.

€ Sync Filters

Adjust my filters

Q Search 10,000+ filters

Company Types
1982 pass filters

Customer
Partner
Vendor
Suspect
Competition
Not-o-fit
Unknown
Prospect
Owner

VIP Customer

In the RED

1of8

Company Status

2584 pass filters

Active

Inactive
Imported

Credit Hold
Problem
not-Approved
Solid

Attention needed
may Leave
Delinquent

In the RED

Lastly, once AutoTask is connected you can proceed to set up your PSA filters which control the records that will be created
inside your CRM if you decide to sync them. Records will still sync regardless if there is a match by exact name on both
sides, but these filters which propagate from the AutoTask API allow you to select what will be generated in the CRM by

Company Types, Statuses, Markets, Territories along with Contact Statuses
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